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Abstract.  This paper addressesthe design and implementation of a
monitoring and accesscontrol system basedon RFID (Radio Frequency
Identi cation) wirelesstechnology. The system, that allows the identi -
cation and authentication of people and objects, controlling their access
to restricted areas (e.g. laboratories), has a hierarchical structure be-
ing composed of four parts: Terminal, Server, Camera and Alert Device
(e.g. PDA (Personal Digital Assistant)). When the Terminal detects the
transponders (RFID tags), it captures a photo and sendsall this infor-
mation to the Server, which records the event and queries a database
to evaluate accesspermission. There are seweral parameters of authenti-
cation, including: job post, timetable, and type of material. The system
also enablesordering and returning of material from dierent laborato-
ries. When llicit acts or abusesare detected, a warning is transmitted
to a surveillance post (Alert Device).

1 Intro duction and Motiv ation

In a modern world, with little time for bureaucracy, control over property is
a major factor of concern to any institution or company. All companies have
restricted access areas or places where there must be strict control on the mo-
bilization of material to prevent its disappearance (e.g. libraries, stockrooms,
etc.). A solution for easy access by authorized personnel and access to material
that saves time that would otherwise be wasted by searching store keys and/or
waiting for the security to arrive should be welcome. Such a solution would also
improve ease of returns or requests of equipment. Furthermore, it allows a thor-
ough inventory on all the material, thus, avoiding mysterious disappearances.
The goal of this project was to develop a monitoring and surveillance system,
based on a hierarchical structure and using wireless technology, to control access
to restricted areas. The system should operate in a truly continuous fashion
and be able to detect and record all events (with a photo) that occur in the
restricted area. The system should also allow the identification of people and
objects. People may have one or more associated job posts. Each job post has
one or more associated schedules and multiple permissions to request material.
The schedules may be associated to one room, more than one or all the rooms
of the system. For each access where material is checked out, the system should



update the stock of available material. When material is checked into the room
(any room belonging to the system) the system should update the stock of
available material and its current location. If problems or illicit acts are detected
they should be registered and transmitted to an alert device.

2 Overview of Related Technologies

Due to significant technology advances and cost reductions, embedded systems
are growing in the market in various areas, such as: portable MP3 players, Per-
sonal Digital Assistants (PDA), cellular phones, electronic gadgets and sensors
networks. Various types of wireless communications protocols have also emerged
in the last years. This contributed to a new era of mobility of embedded systems.
The Bluetooth [1] and Wi-Fi [2] exploded quickly in the market as a consequence
of their ease in forming ad-hoc networks that use the devices (e.g. laptops, mobile
phones, game consoles, etc.). However, the high energy consumption prevents its
use on systems that depend on a small battery. The ZigBee (IEEE 802.15.4 pro-
tocol) [3] improved efficiency of radio-frequency communications using very low
power consumption. This is possible because the sensors using it are dormant
most of the time, and it is ideal for applications requiring low data transfer and
long life batteries.

With the increasing potential of embedded systems along with size reduction,
the new video surveillance systems have gained much ground in the market,
having released many of the old security posts (not only responsible for the
premise’s security, but also for room’s access by people, etc.). The surveillance
guard is often far from the place where the images are captured, but given the
large number of sensors developed in recent times, not all images need to be
observed in real time. Technological advances allow a small number of personnel
to watch images of thousands of cameras spread over several venues, through
an image analysis system that only shows the images captured in real time
to detect unusual behavior (such as suspicious attitudes, sudden movement, the
abandonment of objects). When illicit acts are detected, a message is transmitted
to a team in the place, or nearby, to take preventive measures.

2.1 RFID Technology

RFID (Radio Frequency Identification) is a technology that allows the iden-
tification of a transponder or the transfer of data to a terminal through the
use of radio waves [4]. Announced as the replacement for traditional barcodes,
RFID’s wireless identification capabilities promise to revolutionize our indus-
trial, commercial, and medical experiences. The main thing about this utility
is that it makes gathering information about physical objects easy. Information
of transponders can be transmitted to multiple objects simultaneously, through
physical barriers, and from a distance. A RFID system consists of terminal (also
called reader or interrogator) and transponders (or RFID tags). The terminal



communicates with the transponders within its wireless range to collect informa-
tion. The RFID systems can be classified into three distinct categories: passive,
semi-passive and active [4].

Passive RFID is of interest because the transponders do not require batteries
or maintenance. All the power needed for broadcast is provided by the terminal.
The transponders also have an indefinite operational life and are small enough
to fit into a practical adhesive label. The cost of manufacture is very cheap. The
maximum range of passive RFID transponders is approximately three meters
[5].

Active transponders require a power source. They are either connected to a
powered infrastructure or use energy stored in an integrated battery. Transpon-
der’s lifetime is limited by the stored energy, balanced against the number of
read operations the device must undergo. The price of manufacture is very ex-
pensive compared to the passive transponders. The maximum range of active
RFID transponders is approximately one hundred meters.

Semi-passive transponders use internal batteries to power their circuits, but
they also rely on the terminal to supply the power for broadcasting informa-
tion. Apart from the battery, they work like passive transponders. The price
of manufacture is higher than passive transponders and the maximum range is
approximately three meters.

Passive RFID transp onders Passive RFID transponders, without a power
supply of their own, depend upon the electromagnetic field of the terminal [6].
The coupled energy is rectified and the voltage multiplied to power up internal
circuits. Passive RFID transponders communicate with the terminal by induc-
tive coupling [5]. This is a simple mechanism based on Faraday’s principle of
magnetic induction (see Figure 1) [7]. A current flowing through the coil of a
reader produces a magnetic field. This field causes the transponder coil in its
vicinity to generate a current. Communications between the terminal and the
transponder are through a mechanism called load modulation. Any variation of
the current in the transponder coil causes a small current variation in the termi-
nal coil due to the mutual inductance between the two. This variation is detected
by the terminal. A transponder varies the current by changing the load on its
coil antenna, and hence the mechanism is called load modulation. Because of its
simplicity, inductive coupling was initially adopted for passive RFID systems.

With this mechanism the maximum range of passive RFID transponders is
approximately three meters. The transponders may have various shapes and
sizes, depending on its purpose (for example, some transponders are the size of
a grain of rice and others are thin enough to fit into a practical adhesive label).
Each transponder contains an encoding and decoding circuit, communications
control, antenna and memory.

This technology is ideal for tracking people, items and equipment in real
time. The transponders do not require a line of sight with the terminal because
all the information is broadcasted via radio. The transponder can stand a harsh
environment and does not need power supply. Also the reading range is very
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Fig. 1. Example of near- eld communication using inductiv e coupling.

good, and, due to anti-collision mechanisms, the terminal can read or write in
multiple transponders simultaneously.

RFID currently presents on the market several types of applications: for
identification and authentication of users (access control); for the recognition of
objects (storage and logistics); and for the detection of objects (alarm systems
and anti-theft systems) [5, 7-9]. One example of a success application is the RFID
Library [10]. In this library, all the books have one transponder that helps to find
them in the shelf and prevents from stealing, with the anti-theft alarm. With
RFID transponders in each book it is quicker to find the book, to request/return,
and to find its correct spot.

3 Application Scenario

The infrastructure addressed in this project consists on: a RFID terminal, a
camera, a server (computer) and a PDA. It is possible to implement this in-
frastructure in one or more buildings with several types of rooms (for exam-
ple, laboratories, class rooms, storages, etc.). The access to each room should
have at least one RFID terminal and one camera. Alternatively, the camera
may be shared by some access terminals. When the terminal detects at least
one transponder, the authentication process begins. During this process, all the
UIDs (unique identifications) from the detected transponders are collected and
stored in local memory. The terminal also instructs the camera to capture a
photo. After a short period of time, all the data is transmitted to the server by a
message, containing all the UIDs and the photo captured. The server collects all
the data and makes a historical log. It, then, proceeds to analyzing the request
and verifying if all the authentications are fulfilled. The server replies to the
terminal with the results of the authentication request. There are two types of
results: access allowed or access denied. In the former case, the terminal opens
the doors and allows the access to the user and his belongings. After a short
period, the doors will close. In the latter case, the access is denied and a short
message stating the reason of the refusal is displayed. This is the end of the
normal authentication process. A simple scheme of this process is represented in
the Figure 2(a) (the doors of the terminal are not represented on the Figure).
When the access is allowed the doors of the terminal are opened for the
user to pass. During this period of time the system is vulnerable because people



or objects may leave the room without the authentication request. Although,
the authentication process is not properly executed, all the new transponders
detected while the doors are open are collected and stored in local memory. A
picture is also taken and stored in memory. When the terminal closes the doors,
all the data is transmitted to the server. The server collects all the data and
makes a historical log. Then sends a message to the alert device (in this case,
to the PDA) in order to alert the security. The message contains information
about the user, the material, the place where occurred and the picture captured
(see Figure 2(b)). Any other problem detected by the system (e.g. failure in the
camera) is also transmitted to the alert device in order to solve it in short time.

() Normal process. (b) 1licit act or problem detected.

Fig. 2. Examples of authentication processes.

4 System Arc hitecture and Comp onents

The Monitoring System was developed based on a hierarchical structure, and is
composed by four individual components: Server, Terminal, Camera and Alert
Device (see Figure 3) [11]. Each component was independently developed and
programmed in C+#.
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Fig. 3. System architecture and componerts.



4.1 Server

The server acts as the central storage system and as the validation data center.
All the information (historical log, access rules, users, rooms and so on) is stored
on a database (that was designed in SQL). The server accepts requests from two
devices (terminal and alert device), but it is possible to configure it to accept
other requests, if desired.

The requests made from the terminals are those for the room access or to
report a problem or an illicit act. They all are received, logged and checked.
The access requests are checked with the database and then the server replies
to the terminal with a message, allowing or denying the access to the room. The
authentication process consists of several steps. The first one is to check if the
UID belongs to people or objects. Only one person is allowed for each access.
However, it is possible to request or return more than one piece of material. It
is necessary to validate the permissions for: checking out material, room’s access
and the schedule of access. All the UIDs, from the detected transponders, that
are not recognized by the system are ignored. These are usually from people’s
belongings (e.g. books) or from other authentications systems (e.g. transport
tickets). When the requests involve material the stocks are updated. Finally, a
message is sent to the terminal to allow or deny the access.

The server may also receive a message reporting an illicit act. All the informa-
tion is logged on the database, and the server sends a message to the alert device
reporting the act. The server also sends messages to the alert device whenever
a system problem is detected. For example, if the authentication request has no
picture, it means that the camera is down, and maintenance is required.

The alert device only sends messages to the server for: request new illicit
acts, requesting pictures from the illicit acts and to notify the server that the
problem is solved or being take care of.

The communication between the terminal and the server is provided by a
TCP/IP (Transmission Control Protocol / Internet Protocol) connection [12].
The Server has a fix IP address and accepts requests from all system termi-
nals. To allow the communications between the alert device and the server, an
application using Web Services [13] was developed.

The server interface, in addition to system configuration (user and equipment
registration, rules definition, etc.), allows to monitoring the restricted area in real
time, such as the occupancy of each room, the list of all users in the area, check-in
data and so on. It is also possible to present some statistics, like the occupation
by room, ranking by frequent users, occupation by date, and so on. In Figure 4
some system interface panels are shown.

4.2 Terminal

The terminal is responsible for establishing the physical separation between the
public area and the restricted area, detecting the transponders and making au-
thentication requests to the server. It is in standby mode, being activated when-
ever a transponder is detected. When that happens, it sends a request to the



(C) Register Users. (d) Monitoring.

Fig. 4. Examples of seweral panels of the server interface.

camera to capture a photo. All UIDs from detected transponders (with dupli-
cates eliminated — a given transponder can be read more than once) are collected
and, together with the photo, are sent in a message to the server. This process
should take a maximum of two seconds.

Once the terminal receives the reply from the server, it acts accordingly: if
the access is denied, the doors stay closed and a message is presented to the user
explaining why the access is not possible; if the access is allowed, the doors will
open and a message greeting the user is presented. In both cases, after a short
period of time, the terminal goes back to standby mode (closing the doors if
necessary) and cleaning up the information collected.

While the doors are open the antennas of the terminal are active and de-
tecting new transponders. If a new UID is detected, it means that something or
someone is entering or leaving the room without a proper authorization. This
is considered an illicit act and the terminal lights up the red LED or sounds
a buzzer. The terminal does not know if the transponder belongs to a person
or an object. This information is only accessible by the server. Consequently,
after all the new UIDs from transponders are detected and the doors closed, a



message will be sent to the server. The message is composed by all the new UIDs
detected, the UID from the user (that was transmitted in the first reply from the
server) and a new photo (that is captured as soon as the new UID’s transponder
is detected). After the message is sent, the terminal cleans up the memory stack
and it is ready for the next request.

If the camera is down, the system still works and sends the same messages to
the server. This happens because the system is hierarchical and the lack of one
device does not compromise the whole system. However, if the server is down, for
security reasons the admittances are not allowed. For other unexpected problems
there is a Watchdog to ensure the proper functioning of the terminal.

The access terminal needs to ensure that only authorized people can access
the restricted areas and that only some of those can request material (e.g. avoid-
ing the movement of small size equipment over the terminal). These requirements
were not fulfilled by any RFID terminal in the market, hence the requirement to
design one (see Figure 5). The ideal solution for this kind of application would be
a cabin. But the large dimensions and the limited space inside (for the access of
larger material, e.g. ladders for maintenance) make this an unpractical solution.

Fig. 5. Suggestedterminal designedfor this application. Legend: 1 - RFID reader; 2 -
LCD panel; 3 - camera; 4 - antenna; 5 - sliding doors.

4.3 Camera

The camera is used for capturing photos of the admittances. It may take pictures
of every access (or request) or only of detected illicit acts. This device may be
shared by several terminals. A photo is taken upon a request by a terminal,
which receives the reply message. The message contains the photo as an array
of bytes. A conversion to JPEG is latter performed by the server.

4.4 Alert Device

The alert device is used to alert the security when the system requires human
intervention. The device used as an alert device was a PDA which does not
restrict the mobility of the security.



There are two types of messages which require human intervention: failure
in a system device (e.g. camera out of order) and detection of illicit acts. These
messages are simple and are presented in the PDA as soon as they are received.
In case of a detection of an illicit act, it is possible to request from the server the
photo that was captured. To avoid waste traffic, the photo is only transmitted
when requested. After the security takes care of the issue, it is possible to notify
the server to store the alert and to not transmit it anymore to the alert device.

In the current implementation the alert device is connected to a WLAN
(Wireless Local Area Network) and communicates with the server by polling. To
optimize this solution, it is possible to notify the alert device by a hired mobile
service such as SMS (Short Message Service) or MMS (Multimedia Messaging
Service). After the alert device is notified by the SMS, it connects to the server
and collects all the new information. It is also possible to add or replace the
PDA for another mobile or fixed device.

5 Impro ving System Security

One of the biggest issues with authentication systems is the risk of fake identifi-
cation [14]. This is also a risk in passive RFID systems. There are two possible
ways to try to fake the identification: eavesdropping communication and cloning
the transponders [15, 16]. To increase the security of the system developed, three
mechanisms were designed: exclusivity, entries count, and password. The goal of
these mechanisms is to try to detect cloned transponders. These mechanisms
may imply the ability to write on the transponders when accessing the system.

5.1 Exclusivit y

The first mechanism developed, named ezclusivity, has a very simple and basic
concept: only allows one transponder with the same identification (UID) checked
in simultaneously on the system. This means that no further access can be made
to the system, with this transponder, except from the inside room where it
is signed in. Any other request will not be accepted by the server and will
deactivate the transponder. If the transponder is deactivated and the user in
the room requests to sign out, the system will allow but will not accept more
requests from that transponder.

5.2 Entries Count

The second mechanism developed, named entries count, complements the first
one. This mechanism increments and writes the number of entries on the transpon-
der each time there is a sign in into the system. Each transponder has an array
with the total number of entries in each room (modulo 99).

When the transponder makes a request to the system, the terminal reads the
total of entries that the transponder made in that specific room, from the entries
count array. Then, this number is compared with the number of total accesses



made by this transponder that are registered on the system. If the number of
entries in the system is higher than 100, only the two last digits are compared.
If the two numbers match, everything is all right. Otherwise, it means that the
transponder is cloned and the transponder is deactivated. This method prevents
the use of two transponders (with the same identification) to use the same room
not simultaneously.

A more efficient and secure way would be to check the whole entries array
with the system. However, it would be easier to get all the information from the
transponder by eavesdropping communication.

If the system has a large number of rooms, the internal memory of the card
might not be enough. In this case, there are two distinct options: buy cards
with more memory or optimize the memory. The second option consists in the
aggregation of entries of some rooms for identification instead of single entry
count room identification.

5.3 Password

The third mechanism developed, which can be an alternative to the entries
count, was named password. Each time the transponder signs in the system, the
password is checked with the one that is stored in the server for this transponder.
If the password does not match, the transponder is deactivated. Otherwise, the
password matches and is discarded. A new password is generated, for the next
check in and is stored in the server and is also stored on the transponder.

This mechanism works like a new and different key for each sign in access.
It also prevents the use of cloned transponders since each key is only valid for
one access: the next one. In the Figure 6 it is possible to see a simple example
of how this mechanism works.

I :
= ; Terminal : Server
Password: carrot
.y
carrot
_________ s
potato |¢ —-— — —.—| Password: potato
PRLLAL L.
potato \/
77777 —»
celery |¢ — —.—.—.—| Password: celery
[ potato
***** —{ Y Tag disabled

Fig. 6. Example of the password mechanism. First, the password is carrot. After the
authentication the password changesto potato. Before the next sign in, the transponder
is cloned. The original transponder signsin again and the password is changedto celery.
The cloned transponder will be detected as soon asit tries to sign in the system.



The three developed mechanisms can be used to increase the security of the
system.

6 System Performance

The system performance was tested with a RFID kit with an antenna with 10 cm
of range [17]. The transponders were accurately detected by the terminal and all
requests were analyzed correctly (with one or several transponders). Also all the
illicit acts committed were correctly captured by the camera and transmitted
with success to the alert device.

In order to determine the size of the messages sent by the terminal to the
server, the minimum and maximum size of information (in bytes) contained in
the transponders and in the photos were analyzed (see Table 1).

Table 1. Minim um and maximum messagesize betweenterminal and senver.

Iltems [Information (byte)
Min. {Max. [Min. Max.

Photo 1 1 [5960 18630
Transponder| 1 | 99 | 14 1386

With this information it is possible to estimate the medium size of the mes-
sage sent by the terminal to the server. In a typical use it is expected that each
user carries between one and ten transponders that are detected by the termi-
nal. The size of the message will be, in most cases, less than 20 KB, which is a
very acceptable size for the server (if needed old information can be moved or
rewritten).

In order to test the three security methods developed, a third terminal appli-
cation was implemented. This application has an independent database and also
reads the transponders identification. Before sending the message to the server,
this special application is able to mask one or more transponders identification in
order to fake the transponders UIDs. The masking process allows the simulation
of cloning transponders by the manipulation of data in order to test each one of
the security methods developed. The system was able to detect with success the
cloned transponders, denying the access to the room after detecting more than
one transponder with the same identification.

7 Conclusions and Future Work

The results show that this system simplifies the bureaucratic methods and suc-
cessfully automates the access to a restricted area, thus increasing the autonomy
of users in the enclosure, in this case, students. Due to rapid technological ad-
vances in the area of RFID, the vicinity cards are now entering the market



presenting a good alternative to contactless smart cards. This was made possi-
ble due to higher transmitted signal strength, which allows for greater range of
communication. After completion of the project, several adjustments were made
to the application developed that enabled it to use both types of cards (contact-
less smart cards, ISO 14443 Type-A and ISO 14443 Type-B, and vicinity cards,
ISO 15693) as a method of authentication, thus presenting a ready application
to current and future needs.

In the future, this work may have more applications in the areas of home
automation and security. For home automation it can have interactions with
other systems of control and monitoring, optimizing energy consumption, such
as ventilation system size as a function of room occupancy, turn off monitors and
lights after all users leave, switching on lights, if necessary, when a user enters,
just to name a few. For security purposes, it can be implemented with facial
recognition systems as well as biometric readings to reduce the risk of cloned
cards. Another improvement is server replication to increase availability.
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