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Abstract. The Internet of Things (IoT) aims at bridging the gap between real-

world business processes and information systems. Supply chain management 

is one of the major application areas that can benefit from the IoT. When 

attached to physical items, the IoT technologies such as RFID and sensor 

networks transform objects of the supply chain into smart items. These items 

have the ability to capture context data and provide information systems with a 

representation of ‗things‘. This allows information systems to monitor the 

supply chain processes through process aware information systems. Smart items 

can also execute parts of the business processes. In distributed environments, 

they can exchange data among them and make decisions based on business 

logic. However, this logic only acts according to pre-planned behaviour. 

Unpredicted exceptions based on real life events require dynamic process 

adaption in process definitions and corresponding instances. In this paper we 

review the main technologies of the IoT associated with automated support of 

business processes in logistics. We also identify the main limitations in the 

Business Process Execution Language (BPEL), regarding the support of design 

and runtime changes in these processes with smart items. 

Keywords: The Internet of Things, smart items, logistics, business process, 

flexibility, BPEL. 

1   Introduction 

In the last decade, the term Internet of Things (IoT) has been raising interest on the 

enterprise world, mostly due to a growing web-based service economy [1]. The IoT 

provides a key role for the future Internet by bridging the gap between the physical 

world and its representation in information systems. 

From an enterprise point of view, manufacturing, supply chain integrity, energy, 

health and automotive are some of the major application areas of the IoT. Despite the 

benefits, major technical issues such as internet scalability, identification and 

addressing, heterogeneity and service paradigms are prominent areas of research in 

recent years [2]. 

The supply chain is a network of organisations and business processes for 

procuring raw materials, transforming them into products and distributing these to 
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customers. There are five major supply chain processes: plan, source, make, deliver 

and return [3]. Logistics plays an important role in these processes, dealing with the 

control and planning of all the factors that will have an impact on transporting [3]. 

Technologies, such as RFID and sensors, provide context data to support decision 

making at high management level. The introduction of sensors with the ability to 

execute business logic at the item level, i.e., smart items [4], allows local decision-

making and therefore reduces centralised processing and the amount of exchanged 

data. The decomposition of business processes through distributed environments 

creates a paradigm shift and challenges for business process modelling. 

The Business Process Execution Language for Web-Services (WS-BPEL) has 

emerged as the standard reference to model the behaviour of Executable and Abstract 

business processes on Web Services [5]. It defines an interoperable integration model, 

extending the Web Services interaction model and enabling it to support business 

transactions. 

So far it is possible to use information provided by the IoT to support static 

business processes, i.e., processes defined at design time that do not foresee 

deviations. However, the use of smart items often requires dynamic business 

processes that are able to accommodate adaptations, according to changes verified in 

the execution context or behaviour of smart items. 

In this paper, we present the limitations of BPEL to define business processes that 

support this dynamic behaviour. We also address how this ability can dictate the way 

business process logic is distributed between smart items and standard process 

support. We focus on logistics and supply chain-related business processes, which 

make use of smart items. 

The remainder of this paper is organized as follows: section 2 describes the 

influence of smart items at supply chain; section 3 analyses the impact of business 

logic at smart items; section 4 discusses the limitations of modelling business 

processes with BPEL and section 5 concludes this paper. 

2   Smart items in logistics 

The main purpose of the IoT is to fill in the gap that usually exists between real-world 

business processes and their representation within information systems. Therefore, 

technologies such as RFID and wireless sensor networks capture accurate context 

data. These data can then be used in real-time representations of business processes 

and involved objects within information systems. For these purposes, the technologies 

and related devices are commonly referred to as smart items. 

2.1   Smart items types 

Three main technologies are commonly used by smart items in business processes 

related with logistics. They are barcodes, RFID and sensor networks. Barcodes are a 

standard technology for electronic identification of products. A barcode is attached on 

the product and optically detected by a barcode reader. The reader acknowledges the 

printed identification and provides acquired data to the information system, which 
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updates the product‘s state. This solution provides limited information due to line-of-

sight requirement. For instance, it is impossible to detect a single item within a closed 

container of products. The acquisition of product‘s data during transportation requires 

a more complex infrastructure. Therefore barcodes are only useful in load and unload 

processes within the logistics of the supply chain. 

Radio Frequency Identification (RFID) devices [6] can be identified through radio-

based frequency handling technologies. Unlike barcodes, they do not require line-of-

sight to be identified. Location tracking is available including products in 

transportation, depending on RFID readers deployed. They also have the ability to 

acquire products sensor data (such as temperature) and provide it to the information 

system. These sensing capabilities are usually very limited [7]. Accordingly to their 

behaviour, barcodes and RFID can be referred to as passive devices [8]. 

Wireless sensor networks are the most promising approach for logistics processes. 

The sensor nodes are electronic devices with embedded sensing and computing 

systems that collaborate within a network. In addition, they are extremely small and 

can be specifically designed to meet the requirements of the transported products. 

Unlike RFID, sensor networks can execute parts of the processes from an information 

system directly on the items. Products become embedded logistics information 

systems [7]. Sensor networks cover identification, tracing, location tracking, 

monitoring and real-time responsiveness. For instance, CoBIs [9] presents a sensor 

network that covers all these aspects. 

2.2   Logistic functions, information systems and smart items 

Logistic functions can be associated with a set of features commonly supported by IS 

and smart items‘ technologies, as illustrated in Table 1. The basic logistics functions 

are to transport ―the right goods and the right quantity and right quality at the right 

time to the right place for the right price‖ [7]. To address each of these functions, 

information systems must have specific features, such as identification, tracing, 

location tracking, monitoring, real-time responsiveness and optimisation. Product 

identification informs the system about the right goods. Tracing allows the system to 

detect when items are lost. Therefore, it guarantees the right quantity. The right place 

is monitored by the information system through location tracking. It keeps track of the 

transport itself. Monitoring the product‘s state ensures the product‘s right quality. 

With all these data within the information system, the overall logistics process can be 

observed with detail. Therefore, responsiveness to unforeseen events and other 

actions can be achieved at the right time. In addition, these data provide the basis for 

optimisation affecting the product‘s right price. Smart items play an important role in 

supporting all of these features. Moreover, the kind of support provided to these 

features can be directly correlated with the types of smart items referred in previous 

section. 
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Table 1.  Logistic functions and information systems features to implement them. It also 

displays the smart items capabilities towards logistic functions. 

Functions Features Barcode RFID Sensor 

Networks 

right goods Identification Full Full Full 

right amount Tracing Partial Full Full 

right place Location Tracking  Full Full 

right quality Monitoring  Partial Full 

right time Real-time responsiveness   Full 

right price Optimisation   Full 

2.3   The role of smart items in supply chain integrity 

The information generated by smart items allows the monitoring and control of 

products, along the entire logistics process. For instance, tracking their location can be 

used to detect if the associated products have been detoured from a pre-planned route. 

Tracking their state can be used to realise if the products‘ condition has changed and 

whether they are still useful or not. This denotes three types of integrity that can be 

compromised: (1) product integrity, (2) components integrity, (3) route integrity.  

For instance, a product‘s physical integrity can be monitored through sensors that 

keep status during its life-cycle within the logistics process. As an example, we can 

consider that a product starts the process tagged with the status closed. If this status 

changes during the process (to opened or tampered), the product‘s integrity might 

have been compromised. For perishable products, sensors with the ability to measure 

temperature can be used to monitor the product‘s condition. For example, a truck 

loaded with fruit starts the process tagged with the status good. If the temperature 

rises above a pre-planned threshold value, the fruit‘s quality may be affected [8]. 

Regarding transportation routes integrity, these can be monitored through 

technologies that provide products location. Transporting these products requires pre-

planned routes. However, there may be detours from the original route due to 

environment changes. For example, when dealing with hazardous products, some 

restrictions can apply to available routes and they can even be unauthorized. 

Unpredicted events such as traffic, weather conditions or road blocks might 

compromise the products route integrity during transportation. 

Integrity of components requires the most complex monitoring. It consists on 

controlling every component of the product during its production and transportation. 

It ensures that the product keeps its intended use and does not break established rules 

regarding legal issues or environmental compliance along the logistics process.  

In addition, breaking one of these integrity types can result in also affecting the 

other remaining ones. For instance, the fruit truck may have to detour due to a product 

integrity breach. Conversely, the product‘s integrity can be affected due to a forced 

detour. 
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3   Business process logic within smart items 

Smart items provide new opportunities and challenges in the system design and 

electronics integration. Based on their potential and collaboration with external 

services, they are able to do more than providing real-time data. They also process 

data and make decisions based on it, including exchanging data among smart items 

that do not depend on a centralised model. In this section, we refer to the software 

architectures commonly used to address these issues. We also present relevant factors 

that affect the amount of business logic that is distributed between a central system 

and cooperative smart items. 

3.1   Architectural evolution 

The Internet of Things is a concept constantly evolving mostly due to its young 

existence. It first appeared with the use of RFID and evolved through related 

technologies such as sensor networks and smart embedded devices. The introduction 

of smart items at the supply chain logistics processes requires constant optimisation 

and innovation, in order to enhance enterprises‘ competitiveness and quality of 

service.  

Architectures used to accommodate interactions between smart items and 

information systems have also been evolving at a similar pace. 

For instance, client-server architectures still play a major role regarding these 

interactions. Nevertheless, Service Oriented Architectures (SOA) is becoming the 

preferred approach regarding interactions of information systems with more powerful 

smart items. Moreover, this is indicated as the dominant architectural approach for 

these kinds of devices in the future [12]. 

The integration of smart items into business processes through SOA allows 

information systems to interact with physical objects and create the Internet of 

Services (IoS). This integration is possible by running instances of web services on 

these devices. Such architectural change provides an outnumbered set of opportunities 

and challenges in achieving efficient collaboration between the services and 

centralised information systems. In order to overcome these challenge, middleware 

approaches have been a reliable solution to integrate back end applications and 

services offered by the devices, service-mediators and gateways [12].  

The SIRENA (Service Infrastructure for Real-time Embedded Networked 

Applications) [10] project was developed to leverage SOA architectures to seamlessly 

connect embedded devices within different domains. This project presents proof-of-

concepts that illustrate the feasibility and benefits of embedding web services at 

devices. However, these pioneer efforts lacked attention to issues such as device 

supervision, device life cycle management or maintaining the status of discovered 

devices. SIRENA was also used as a foundation for SODA [11] and SOCRADES 

[12] projects. The purpose of SODA was to create a comprehensive, scalable, easy to 

deploy, service-oriented ecosystem built on top of foundations laid by SIRENA. This 

project led to significant reduction of time to market for innovative services. The 

purpose of SOCRADES was to develop a design, execution and management 

platform, exploiting the SOA paradigm at device and application level. The 
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SOCRADES middleware is an architecture that provides web service enabled devices 

for business integration with information systems such as ERPs for the manufacturing 

area.  

3.2   Delegating business logic to smart items 

As described in section 2, there are different types of smart items according to their 

behaviour and characteristics. Therefore, some authors fit smart items in two different 

groups: passive and active. Passive technologies such as RFID and barcodes can 

identify products at transhipment points. Semi-passive RFID data loggers allow 

temperature recording at affordable costs. Active technologies such as wireless sensor 

networks can communicate among all participants in a supply chain‘s logistic process 

(freight, containers, warehouses and vehicles).  

Böse and Windt presented a catalogue of thirteen criteria to characterise logistic 

systems regarding autonomy [13]. The location of the decision making is considered 

the most important criterion concerning autonomous control. Despite of having an 

essential role on monitoring the process, smart items have been mostly used as 

information providers instead of participants in decision making or business process 

planning. The idea of delegating some business logic to smart items shifts the 

decision making from centralised, server-based solutions to a network of distributed 

processing devices. This creates an autonomous cooperation within the logistics 

business processes. Each smart item has its own piece of software, which can 

autonomously search for a partial solution when dealing with process-related issues. 

In transportation scenarios, this software collects information, makes decisions and 

negotiates with other entities to fulfil their goal. For instance, a truck loaded with 

several pallets of fruit can have each one equipped with a smart item. These can 

monitor a physical dimension such as temperature, which in turn will dictate the truck 

route in order to deliver all products at the minimal costs [8]. 

In controlled transportation scenarios, i.e., not subjected to unforeseen 

circumstances, everything is determined before the process begins. Therefore, there is 

no need for delegating new behaviour to the smart item level. However, changes in 

traffic, new incoming orders, lack of communications with the central system or any 

other kind of unforeseen events might require a detour to a pre-planned route. To 

support these unexpected scenarios, it is necessary to use smart items with embedded 

intelligence enough to provide for dynamic planning. 

This approach may require a shift of the business logic and associated control from 

the central system level to the smart item level. From this point of view, decisions are 

made in real-time by smart items on the field using their interaction abilities and 

intelligence, without human direct intervention. Therefore, in order to keep the system 

running, the implementation of software to be embedded into the smart item must 

provide robustness, flexibility, privacy, low communication costs and low 

computation time. 

Supply chain management systems equipped with these smart items must have 

flexibility to react immediately to sudden changes. For instance, if a road block 

happens in a transportation scenario, the best alternative route must be searched 

immediately. This route must be in accordance with the logistic functions and keep 
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supply chain integrity (referred above in section 2). The need of fast responsiveness 

requires low computation time.  

However, a thorough search for optimal route in a complex scenario could take too 

much time depending on the smart items processing capabilities. If a communication 

failure occurs in the network, system should be robust enough to continue its work. 

Internal planning strategies and other sensitive data must be kept confidential. For 

instance, if a route change is necessary, the delivery time for several customers will 

most likely change. Despite of being aware of this change, each customer must not 

have access to other customer‘s changes [2].  

In a central based approach, objects in the logistics process are simply information 

providers. Therefore they only execute atomic activities defined in a business process 

running on a central system [12]. Smart items with embedded intelligence handle 

incoming data, observe and evaluate surrounding conditions and make decisions 

based on acquired information. However, these depend on the objects decision 

freedom within the process and, consequently, their ability for process dynamic 

changes [8]. 

4   Dynamic changes to business processes with BPEL 

Changing business processes dynamically involves altering the process‘s control 

flow, data or resource perspectives at runtime. Examples include adding, skipping, 

updating or deleting an activity, changing the data objects associated with an activity, 

or even altering its role-assignment. However, these changes must assure the 

correctness (syntax) of process definitions and process instances, and consistency 

among concurrently executed process instances [14]. Therefore, flexibility has been an 

issue concerning the business process management and workflow research areas. 

4.1   Process flexibility types  

After several case studies and years of research, consensus was obtained concerning 

the flexibility required to deal with exceptions. Eder and Liebhart [17] grouped 

exceptions into two groups: predicted and unpredicted. Predicted exceptions represent 

the unusual but foreseen behaviour of a process. These exceptions can be modelled in 

the process definition as alternative paths to normal behaviour. The unpredicted 

exceptions represent the unforeseen behaviour of a real world business process 

regarding the process definition. To address these unpredicted exceptions, systems 

need to update the process definition and the corresponding process instances.  

In a sequence of also recent contributions, Schonenberg et al. present a taxonomy 

of process flexibility [15]. Four distinct types to process flexibility are identified, each 

having its own application area. We enumerate them below, referring a simple 

transportation process scenario for each one of them: 

 Design: for handling anticipated changes in the operating environment, 

where supporting strategies can be defined at design-time; 
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 Deviation: for handling occasional unforeseen behaviour, where differences 

with the expected behaviour are minimal; 

 Underspecification: for handling anticipated changes in the operating 

environment, where strategies cannot be defined at design-time, because the 

final strategy is not known in advance or is not generally applicable; 

 Change: either for handling occasional unforeseen behaviour, where 

differences require process adaptations, or for handling permanent 

unforeseen behaviour. 

Each of the flexibility types operates in different ways. Figure 1 provides an 

illustration of the distinction between each of the flexibility types in isolation, in 

terms of the time that specific flexibility options need to be configured - at design 

time, as part of the process definition or at runtime via facilities in the process 

execution environment. It also shows the anticipated completeness of the process 

definition for each flexibility type. 

 

 

Fig. 1. Taxonomy of process flexibility according to Schonenberg et al. (adapted from [15]). 

4.2   BPEL limitations to process flexibility 

So far we have described the types of smart items and how they can benefit business 

processes in logistics. We have also observed the delegation of business logic to smart 

items due to architectural evolution. This evolution also allows the decomposition of 

business processes through distributed networks instead of central based solutions. 

However, none of these approaches supports flexibility in process that also includes 

smart items. This means that these business processes do not foresee either predicted 

or unpredicted changes that may force updates in the business logic running on both 

central system and smart items.  
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As referred above, WS-BPEL has emerged as a standard reference language for 

modelling and executing business processes. A WS-BPEL process definition includes 

partner links that define the relationships with other business partners, declarations of 

process data, handlers for various purposes and the activities. Basic activities only 

perform their intended purpose, such as receiving a message from a partner, or 

manipulating data. Structured activities can contain other activities and define the 

control flow business logic (see [5] for further details). 

We foresee its application also in business processes for logistics that use smart 

items. However, and as we already referred, this kind of processes can be subjected to 

many predicted and unpredicted changes. For this matter, WS-BPEL has some 

limitations, and we will classify them according with the flexibility types illustrated in 

Figure 1. 

Regarding flexibility in design time, we can identify the following limitations when 

dealing with WS-BPEL: 

 The definition of alternative flows is possible but limited concerning the 

number of paths – WS-BPEL allows the handling of predicted exceptions 

with exception handlers, as well as alternative flows through the use of 

if/else control structures (flexibility by design). However, WS-BPEL fails in 

allowing for a compact process definition for a larger number of exceptions 

and alternative paths, which cannot be foreseen or practically defined. In the 

IoT context, business processes definitions that rely on smart items‘ 

collected data may imply a large number of exception handlers or alternative 

paths;  

 All process perspectives (control flow, data types and handlers) must be 

defined in a static way and a priori – WS-BPEL does not allow for 

flexibility by underspecification, meaning that process definitions cannot be 

partially defined or incomplete, or even dynamically specified (e.g., it is not 

possible to provide a partner link‘s name later on when the process as 

already began to execute); 

 The definition of business logic that is to be run in smart items is not possible 

with WS-BPEL. It would be valuable to access and specify all sub-process 

definitions that compose a business process model together. This may 

include definitions of the business process logic to be executed either 

centrally or on the smart items. WS-BPEL provides extension mechanisms 

that can be used to define additional language constructs, in order to model 

the business logic to be loaded into the smart items; 

 WS-BPEL does not foresee the distribution of business logic between a 

central system and smart items, according to smart items properties. We 

must keep in mind that smart items are electronic devices. Therefore, they 

have physical properties such as power (batteries) and computation speed 

that limit their autonomy. When delegating business logic into smart items, 

processing is required. As more of the business process is delegated, the 

more processing will be necessary. Therefore, power consumption will 

slightly increase. On the other hand, the less of the business process is 

delegated to smart items, the more communication will be required, highly 

increasing power consumption. In addition, smart items can have different 
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capabilities. Therefore they can support distinct amounts and types of 

business process logic; 

 WS-BPEL does not allow controlling which, how and by whom parts of a 

process definition can be changed. This controlled flexibility [20] can be 

useful for our context, specifically for clarifying which parts of a process can 

be changed, when the process is distributed between the central system and 

the smart items; 

As for flexibility in runtime, the major limitations that we can identify in WS-

BPEL are: 

 The lack of support for changes of business process instances, due to 

unpredicted, ad-hoc circumstances. Logistics with smart items are subjected 

to a plethora of these circumstances, which generate events that must be 

immediately reflected in changes in the governing business processes.  

 The lack of support in migrating instances from old process definitions to 

new ones, when a redefinition of the business process occurs. Some works 

have already addressed these challenges in WS-BPEL, including correctness 

and compliance issues (e.g., see [14], [18]), but out of the context of the IoT. 

However, it is possible to redefine smart items behaviour in runtime, for 

example using the Callas language presented in [19].  

Moreover, combining these types of flexibility adds specific challenges, also not 

addressed by WS-BPEL. These include the use of runtime ad-hoc changes and design 

changes together. Reichert et al. allow changes to be propagated to the process 

instances, which were already subjected to ad-hoc changes [16]. Also, the use of 

design changes together with underspecification flexibility in runtime (late binding) 

raise additional challenges regarding correctness and compliance between process 

definitions and underspecified process running instances. 

5   Conclusions 

The IoT is a concept raising interest in logistics business processes, mostly due to use 

of technology commonly referred to as smart items. These items provide accurate 

context data to information systems, which they use in real-time representations of 

business processes. Smart items like wireless sensor networks with embedded 

computing systems can do more than just providing data. They can execute parts of 

business processes and cover the basic logistics functions. 

Central based solutions still play an important role in logistics processes; however 

distributed solutions are becoming the preferred approach. The introduction of sensors 

with the ability to execute business logic at the item level allows local decision-

making and therefore reduces centralised processing and the amount of exchanged 

data. However, none of these approaches supports predicted or unpredicted changes 

that can occur in real world business processes. These changes require business 

processes to be redefined or process instances to be changed handled dynamically, 

including changes in the process control flow, data and resources at runtime, such as 

reprogramming the smart items. 
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Summing up, we stressed WS-BPEL‘s limitations on process flexibility and 

classified them according to the taxonomy types defined in Section 4.1. These 

limitations shed some light on future topics that we intent to explore on WS-BPEL, 

namely allowing for the definition and distribution of business process logic between 

central systems and smart items. Also, we are already addressing some of these 

challenges through an extension language for WS-BPEL regarding the definition of 

smart items business logic. For this we are taking advantage on the native extension 

mechanisms on WS-BPEL, specifically through the <extensionActivity> 

element. 
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